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Overview 

 
HMS has been designing corporate timesheet systems since its first project in 1983.  Our 
clientele includes 
organizations in both the 
public and private sector.  
Whether the client is a 10 user 
IT company or a Fortune 1000 
multi-national, the security of 
the TimeControl timesheet 
environment is a critical 
concern.  A timesheet may be 
used for only a few minutes 
per week by most users but 
the data it contains can be 
used for the most sensitive 
requirements including billing, 
payroll, government regulation 
compliance or auditable tax 
purposes.  HMS has designed 
TimeControl with these 
concerns in mind. 
  
Of any data for which the security is important, timesheet data is often considered the most 
sensitive.  If used for payroll, timesheet data contains the salary costs per employee.  If used 
for project management, timesheet data reveals the true actual costs of accomplishing 
elements of work.  In the wrong hands, this data has the potential to cause heartache for 
management of the organization. 
 
When we discuss security, we must first consider what we mean by it.  Here weôll look at 
perspectives including database architecture, data encryption, the TimeControl communication 
layer, TimeControl functionality architecture, working across the Internet and related topics of 
interest such as firewalls, proxy servers, integrating with other access services such as LDAP 
and Active Directory. 
 
This paper was written for those with a good understanding of technical issues such as firewall 
architecture and Internet Web-based security. 
 
The fundamental driving force behind TimeControl security architecture is to a) deny access to 
unauthorized personnel to data they have not been granted access to, b) protect TimeControl 
data from unauthorized tampering or corruption and; c) to protect corporate infrastructure from 
using TimeControl to gain access to gain access to other corporate resources. 
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Database Access 

 

TimeControl is fundamentally a database product.  It does do calculations but is primarily 
designed to collect, summarize and report on data that has been collected in a very structured 
and stable manner.  Access to and protection of the data is, therefore, our primary concern. 
 
The TimeControl data architecture is designed with a 2-database structure.  The primary 
database contains all the tables, fields, indices, constraints etc. that are required to operate the 
program.  A secondary database is used for gateway purposes and contains only one table 
with one record and two fields. 
 
One of the HMS design teamôs concerns was allowing access to this database to anyone who 
could reach the server.   The use of the TCSECURE gateway database was designed to 
defeat this.  The TCSECURE database contains a single username and password used to 
gain complete access to the TIMECONTROL main database where all the TimeControl data is 
contained.  The TCSECURE data is encrypted with a method hard-coded into the TimeControl 
applications.  This allows us to give out a username and password on machines which may 
require access without compromising the main database security.   
 
When starting, the TimeControl middleware; the Administration Transaction Server (ATS) and  
the TimeControl Transaction Server (TTS) starts up and looks in its startup definition for the 
location of the TCSECURE database.  It is given a username and password to access this 
database.  Any administrator who has been given access to the ATS or TTS directories on this 
server will be able to read this username and password.  Once the ATS or TTS has reached 
the TCSECURE database, it decrypts the username and password contained there to 
determine how to make a connection to the TIMECONTROL database.  This username and 
password are not revealed to anyone.  The only person who needs access to this data is the 
database administrator themselves.  The ATS and TTS then establishes a connection to the 
database and stands by for requests from the client-access controls such as a TimeControl 
.Net control or ActiveX component to make a data request.  All data is brokered through the 
middleware.  End-users components are not given any knowledge of the database location 
and end-users never make a direct connection to the database. 
 
This architecture allows a database administrator to allow more extensive access to the 
database for integration purposes without having to leave the data completely open.  The 
database administrator is not concerned that there is data access to the TimeControl data 
aside from regular TimeControl traffic that is not authorized.  This would allow, for example, a 
scenario where 3rd party reporting tools could be used to create reports from TimeControl data 
where the end-users are given read-only direct access to only certain elements of the 
TimeControl data. 

Web Access and SSL 

 
The architecture of a web interface application is such that a web-server such as Internet 
Information Services (IIS) contains web pages (either static or database-driven) which deliver a 
web-page to a web-browser that requests it. 
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This makes life very simple for the end-user.  A user is given a URL such as 
timecontrol.mycompany.com, a user name and a password.  The user enters the URL into a 
browser such as Internet Explorer or Firefox and is presented with a Login page.  The user 
name and password are entered and the page then connects to the TimeControl middleware 
to determine if a login should be allowed.   
 
Weôll discuss the communications and control of TimeControl itself later in this paper.  Itôs 
important to remember, however, that access to this first TimeControl login page itself can be 
controlled through standard-types of Web security. 
 
First of all, Network security or web security such as .htaccess can control access to a page to 
make it available with certain restrictions.  The security controls within the web server allow at 
a minimum to allow or deny different IPs or different Subnet masks to a given web site.  This 
security could be used to ensure that company users who are on the corporate network only 
are given access to the TimeControl front page. This security can be extended to the entire 
Internet so that anyone who tries to get access to the corporate TimeControl site itself will be 
denied even seeing the log in screen until they enter the right user name and password to do 
so. 
 
In addition, this can be combined with securing the TimeControl site within an SSL (Secure 
Socket Layer) area of your website.  This technology results in all traffic to and from the page 
being encrypted by the web server. This allows even the movement of the user name and 
password to be encrypted before it arrives at the server.  This will be of more interest for 
outward-facing TimeControl sites which can potentially be accessed via the Internet.  
 

  



TimeControl 6 Security Architecture  Page: 6 
© 2010 Heuristic Management Systems Inc.  

Password encryption 

 
Okay, so youôve got access to the TimeControl login page and now TimeControl would like to 
determine if you should be granted access to the application at all. 
 
Once the login is complete, control of TimeControl communications is now passed to the ATS 
and TTS.  TimeControl determines through its User profiles what menu items you should have 
access to and presents a menu with only those items. 
 
Each user is given access to TimeControl based on a user name and a password.  Within the 
TimeControl database a table is maintained of these values.  The password values are 
encrypted within the database so that even if someone is given casual access to that table, 
they could not easily determine the password value for a user. 
 
User name / password combinations are stored as encrypted temporary ñsession variablesò by 
the web server for as long as the browser session is active.  Once logged in, the user name 
and password are only transmitted back and forth in an encrypted form. 
  
When each TimeControl component is accessed by the user, TimeControl determines if the 
session variable user name / password is still appropriate for this component.  If so, it displays 
the component to the user.  This prevents end users from trapping a full component URL then 
trying to access it later with a user name and password which should no longer deliver the 
component to the end-user. 
 
Session variables are designed to time-out after a set period of time so that even if the user 
leaves their screen open to TimeControl inadvertently, the log in session will expire 
automatically.  This time out is configurable in the Web Properties file of the TimeControl 
server components 
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Middleware n-tier Architecture 

 
Modern web-based interfaces are either all server-based, which means that all the processing 
occurs at the web-server and the client only sees what looks like a web page or they are thin-
client architecture which means that some of the work occurs on the server and some of the 
work occurs at the clientôs station.  TimeControl is a thin-client design.   
 
With some of the work occurring in-between the client and the database, TimeControlôs 
architecture has multiple levels.  Each level is usually called a ótierô.  Because TimeControl has 
been designed to have an unlimited number of middle tier installations, TimeControl is defined 
as an n-tier application. 
 
 
N-Tier design is important when we talk about security as it allows us to restrict access to 
corporate 
resources.  
Regardless of 
whether or not a 
firewall is 
implemented, end 
user components 
are connected only 
to the TimeControl 
middle tier, not ever 
directly to the 
database server 
allowing us to 
protect the 
database server 
much more 
stringently. 
 
The sequence of 
events in making 
TimeControl 
function is as follows: 

1. The end-user web browser accesses the TimeControl login web page on the web 
server. 

2. A TimeControl component at the Web Server communicates with the TimeControl 
Administration Transaction Server (ATS) middleware and the TimeControl Transaction 
Server to determine if the user should be granted access and, if so, what menu items 
should be displayed 

3. The Web Server sends the TimeControl menu back to the clientôs web browser with 
instructions to the TimeControl components on how to connect to the middleware 

4. The TimeControl components are activated by the end user by selecting a menu item 
5. If the component is an ActiveX, the selected TimeControl component then 

communicates directly with the middleware.  This communications layer is completely 
encrypted.  If the component is a .Net (such as the timesheet) then the component 
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communicate via the web server and the .Net protocol which is also completely 
encrypted. 

6. The TimeControl middleware brokers any traffic and makes the appropriate interaction 
with the database server. 

 
At no time does the end user machine communicate directly with the database server unless 
either the web server computer or the middleware computer are also hosting the database. 
 
If a firewall is in use, a port on the middleware machine must be exposed in this scenario for 
the TimeControl 
components to be 
able to communicate 
with the middleware.   
 
Obviously the most 
secure 
implementation of 
TimeControl is to 
disallow access to 
any part of 
TimeControl from 
outside the network.  
This can be 
accomplished with 
network and web 
security and blocks 
all access to the 
servers in question.  
If, however, you wish 
to allow traffic from 
outside the network, then the most secure implementation of TimeControl without using a 
proxy server is the following: 

1. Have the database server not be the same machine as the middleware server 
2. Have a firewall installed in which only a single port to the middleware machine is 

opened for TimeControl access.   
3. Aside from TimeControl middleware and web server services, run no other internet 

services on this machine 
4. Masquerade the database server so that it is not visible outside the firewall 

 
This is a very secure environment.  The only area which is even vulnerable to attack is traffic 
on its way from the web browser client outside the network to the middleware machine inside 
the network.  A worst-case scenario is that traffic to or from the middleware would be corrupted 
through malicious intent and this traffic is encrypted with an advanced encryption algorithm.  
Since the middleware only accepts data that meets the proper business rules anyway, this 
type of attack would, at worst, cause an erroneous transaction, which would be rejected by the 
transaction server.   
 
A port must be opened at the middleware server for Administrators who will require access to 
ActiveX components for administration purposes.  This port can be restricted to only those 
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Administration computers which require access to these functions.  With an open port at the 
middle-ware transaction server one could argue that this machine is vulnerable to a hacker 
attack.  If so, there is no data stored on this machine and, if masquerading and a firewall is in 
place, nowhere to connect to past that machine.  The worst-case scenario should a skilled 
hacker be able to penetrate the server through the single firewall port would be a reinstallation 
of the middleware on the transaction server.  This has never happened to a TimeControl client. 
 
Should an environment require even more stringent security, TimeControl supports the use of 
a proxy server.  This is discussed in the next section. 
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Proxy Servers and Firewalls 

 
TimeControl includes the capability of implementing the ultimate in security architecture using 
a proxy server.  Using a proxy server essentially redirects traffic through your web serverôs 
open port to an internal machine that is not otherwise available outside the network. 

This allows the standard web security that is part of every web server to intercept and evaluate 
traffic.  It also allows the internal middleware server to be completely hidden from access from 
outside the network at all.   A proxy server is accomplished by registering a redirector with the 
web server that knows how to interpret TimeControl traffic that arrives from the end user 
browser.   
 
Setting up a proxy server environment is technically more complicated to install than any of the 
other TimeControl installations.  HMS technical staff can assist with such a deployment in 
highly sensitive areas where such a deployment is required. 
 
TimeControl also supports multiple instances of both the web server and the middleware 
transaction servers.  This allows, in the largest of TimeControl implementations the capability 
of a web-farm architecture and load balancing.  By using such a structure a TimeControl 
implementation could be created that would support a virtually unlimited number of users.  
TimeControl has been architected for up to 100,000 users within a single system. 

  


